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1. Build your own RAK831 Pilot gateway

This documents are from a workshop held during the Things Network Conference 2018, in
this workshop, many developers build a gateway based on RAK831 and a Raspberry Pi model 3.
We can use this tutorial as the reference to understand how to connect RAK831 Pilot gateway to
TTN.

NOTE: Never power on the gateway without the antenna connected as shown in the picture
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2. Preparations

The workshop requires some tools to be available on your system. Check the list below and
follow the link to the installation instructions if you do not have the tool installed.

GIT command line client. windows, OSX, for Linux use the tools from your distribution to
install.

For Windows and OSX: Etcher, SD card writing software. windows, OSX

You will also need a SSH public/private key pair, generate a key pair if you do not have it.
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3. Create resin.io account

If you already have a resin.io account, please go to the http://resin.io website and log in.
And if you do not have it, now is the time to create it. Go to signup to create it. (If you have an
account skip to the next step)

On the first screen enter your e-mail address and a (secure) password.
m B httpsy//dashboard.resinio/signup T 3=

Already have an account?

Your first ten devices are
always free.

Upgrade at any time. Hassle free.

@ Log in with GitHub &  Login with Google

‘ workshop@tbdev.nl - ‘

‘ 00000000008 - ‘

By clicking "Sign up” | agree to resin.io’s Terms of Service

Next you provide your first and last name, company if applicable and choose whether you
will be using resin.io for a personal or professional project.
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Profile

Please provide your profile details.
You can always add or edit these details from the Preferences screen.

| Workshop 4| ‘
| User ‘
| Personal b ‘

Now we need to add our public SSH key. Resin.io uses this key when we upload code to
run on our devices. In the upper right of the page click on the down arrow next to your name and

select ‘Preferences’ from the menu.

‘Workohop Lioer WU -

workshop

Preferqpoes
Billirs
Subimit an [dea

Sign out

Now select the tab “SSH keys” and click on “Enter SSH key manually

Preferences

() IMPORT FROM GITHLE | =X ENTER 58| MBHLIALLY

In the next window you need to paste the public part of your SSH key. This is store in
id_rsa.pub in the folder .ssh in your home folder (Windows: c:\users<your
username>.ssh\id_rsa.pub, OSX /Users/.ssh/id_rsa.pub, Linux: /home/.ssh/id_rsa.pub) Use
your favorite editor to open the file and copy the contents to the form.
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Add a new key
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[ |

Save with “Add SSH key”. Go back to the main page by click in the resin.io logo in the top
left of the page.
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4. Create a new application

On the resin.io main screen you are able to create a new application. The device type
conveniently defaults to Raspberry Pi 3, which we will be using. Enter ‘lorawangw’ for the

application name and proceed with ‘CREATE NEW APPLICATION'.

‘ M@SIN.I0  § Getting Sta

APPLICATION MANME

| laravrangn

m
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5. Set Fleet Configuration
The Raspberry Pi model 3 requires some settings to correct the timing and switch serial
ports (not used in this setup, but would be required to access a GPS if it had been mounted).

In your browser go to ‘FLEET’, as shown below:
& resinuo

Add the information as shown below:

Name Value
RESIN_HOST_CONFIG_core_freq 250
RESIN_HOST_CONFIG_dtoverlay pi3-miniuart-bt

Application config variables:

MNew config variable
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6. Add device

RAK831 User Manual

In the application select “Add device”.

~
EMY VARS
-~ f'ou don't have amy devices yet
FLEET How sbout adding one?
=

OFl FASFR

Leave all settings set to the default and click “Download resinOS”.

B Add a new device

[nstructions

SELECT NESHNDS VEREDN
) Uma e form o the beft o configuie and download resin0S for your pew desce.

WEBUEHEY (renomimended] O Shirw ouridabed veroions : = : 5

) write the 05 fle vou downlnaded 10 an S0 cand. We recomimend using Eicher.
) insert the freshiy Bumi S0 casd imo the Rasphenry Pi 2

SELECT Eoimon
€} Conneot e Fasphbemy P S to the mbemet, e power i up

D Production.  Preoafuction Images am 1
tuart o't abfer 8 Yous device should appear i woer spphoaon dashtoaed within 2 few minies. Have furd

For muwe detals please rofor £ gefing siaried guids

HETEONE DORKECTION
Ebamet Only (B

o ADANMEED

The Raspherry P 3 is not capable of connecting 1o 55Hz WEF| networks unkeas y
extemal WiFI adapier that suppona i

pvecs

Save the download to disk. (Remember where you save it!)

Once the download is finished, extract the contents of the zip file to disk (keep in mind the
extracted file will be almost 2GB in size). In the next step we will write this file to SD card.
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7. Write image to SD card

Get the micro SD card from the Raspberry Pi.

Insert it into the SD card writer (use a full size SD card adapter if required).

Windows & OSX: Open Etcher, click “Select image” and browse to the ISO file extracted in
the previous step, verify the correct SD card is chosen.

+ Etcher

© — A

resin-lor...6.5.9.img SDHC Card

“ETCHER

Once the right file and device have been click ‘Flash!’. (On Windows this will show the UAC
dialog, click ‘Yes’)
Proceed to the next step while Etcher is writing the image.

Linux: Use dmesg to check which device is used for you SD card. Check with mount if any
partitions of it are mounted and unmounts if this is the case. Write the image to SD card with dd.

sudo dd if=/tmp/resin-lorawangw- <revision>.img of=/dev/sdX bs=4M conv=sync
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NOTE: Take care to select the right device, dd will quite happily overwrite any disk,
including your Linux installation !

Proceed to the next step while dd is writing to the SD card.
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8. Add software to your application

Earlier we have created the resin.io application. Now we need to add the application code
that should be run on the Raspberry Pi. For this we will use a prepared LoRaWAN gateway
application available on Github.

A. Open (OSX/Linux) Terminal or (Windows) Git Bash

B. Create a new directory to store the code on you local system go to it
mkdir lorawan-software

cd lorawan-software

C. Get the code from github

git clone https://github.com/jpmeijers/ttn-resin-gateway-rpi.git

D. The output should resemble:
Cloning into 'ttn-resin-gateway-rpi'...

remote: Counting objects: 27, done.

remote: Compressing objects: 100% (20/20), done.

remote: Total 27 (delta 4), reused 27 (delta 4), pack-reused O

Unpacking objects: 100% (27/27), done.

E. Go to the newly created directo
cd ttn-resin-gateway-rpi

F. Now we need to couple this reposity to resin.io so we are able to send the code there.
For this we need to execute the git command listed on our application page. (Top right)

@resinio s

G. Copy the text marked in the picture (for your application page) and paste it on the
command line of your terminal/git bash.
git remote add resin <your resin.io account>@git.resin.io:<your resin.io account>/lorawangw.git

If the command runs successfully no output will be shown

H. Now we will push the code to resin.io, run
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The first time you run this command you will be see a message like
The authenticity of host 'git.resin.io (54.165.162.194)' can't be established.

ECDSA key fingerprint is SHA256:NfwmqnKId5cx1RWpebbEuuM87bClbdyhzRngFES9Nnw.

Are you sure you want to continue connecting (yes/no)?

Reply ‘yes’ to the question.

Next you will be prompted for the passphrase for your SSH key:
Enter passphrase for key '/c/Users/kersing/.ssh/id_rsa":

Enter the passphrase.

The upload starts and resin starts to build the image:
Counting objects: 27, done.

Delta compression using up to 4 threads.

Compressing objects: 100% (24/24), done.

Writing objects: 100% (27/27), 2.30 MiB | 3.71 MiB/s, done.

Total 27 (delta 4), reused 0 (delta 0)

[Info] Starting build for workshop/lorawangw, user workshop

[Info] Dashboard link: https://dashboard.resin.io/apps/951296/devices

[Info] Building on arm02

Fetching base images
Building Dockerfile.template project

This will take a few minutes. When the build is finished a unicorn will be shown. Proceed
with the next step while the build is running.
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ul

pid-debian:lates
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9. Boot the gateway hardware

Eject the micro SD card from your write and insert it into the Raspberry Pi SD card slot.
(Metal contacts at PCB side)

Make sure the antenna is connected to the RAK831 card (see picture at the top), connect
Ethernet cable and power adaptor to the Raspberry Pi. Now plug the power adaptor into power
socket.

The red LED on the Raspberry Pi should light and (after a few seconds) a green LED
should start flashing.

Switch to your browser, select “DEVICES” on the left. After 1-2 minutes a device should
appear in on the application page.

BT ¥ ! Sl LLAD i@

=] § [ Downlcading x Cammently onling {for a fow seoonds il Rasin 05 2.9 EroovT {prod

|
If the build we started in the previous step is finished the node will start downloading, if not it
will stay idle.

Click on the device name to open the device details.

# € BACK Applicetiona > W lorewangw b ioy-giitter dlt rerute akd rukin sexkaborsui o pr—— N Y

= ] : T i Logs uTe O El ﬂ EI
icy-glitter (][]
SUMMARY
Onine u1ias Wy
Q@
VARIABLES Cumrently online ffor @ few secondo)  Regin 05 2.8.6+nev] (prod) & 659
j [#oF ) pirs (WeL N Y
DEVICE
-

LOCATION

ACTIONS

Terminal E'

Stort tmanal smsion

The top window on the right shows the output from the device. In this case it shows an error
because the software attempted to start but is missing configuration parameters.
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10. Add the gateway to the TTN console

To configure our gateway, we need to add it in the TTN console.
A. Use your TTN credentials to log in to https://console.thethingsnetwork.org/

B. In the main screen click on gateways

e L e
s where the magic happens. Here you can work with your

APPLICATIONS GATEWAYS

C. Click on “register gateway” (or “Get started by registering one”)

GATEWAYS

D. In the form enter the following values:

For ‘Gateway ID’, choose a unique name for the gateway, allowed A-Z, a-z, 0-9 and -.
Do not check ‘legacy packet forwarder’.
For ‘Description’, enter a human read-able description.

For ‘Frequency Plan’, choose the one appropriate for your location, for Amsterdam use
Europe 868MHz.

For ‘Router’, choose the one closest to you. Routers prefixed with ‘ttn- are public ones

operated by The Things Network. switch-router is based in Switzerland and meshed-router
is Australian.

For ‘Location’, choose your location on the map.
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For ‘Antenna Placement’, choose Indoor/Outdoor as appropriate.

REGISTER GATEWAY

Gateway |D
A unlgue, haman-readable |

tcan be anything so be o

ttnworkshop-gatewayl %

the legac
his I you are usl

acket Forwarder.
Description
A hurnan-readable deseriptlon of the gateway

Gateway for the TTN Conference workshop

Frequency Plan

The frequency plam thls gateway willuse

Europe Sd&MHz

Router

The ro i gateway will connect to. To reduce latency, plok a router that 1s1n a reglon whi
ttn-router-eu

Location

The exact location of you gateway. This will be wsed Fyour gateway cannot determine Its locatlon by ltelf Set a location by clicking on the map.

+  Spelndam

) o
WETTIODHT G =
i 1
Lol
arlem m . = -
b waneniburg -
g m
bt Lh
d .
' Viiltnizes . e . Almere
W ey » th
an Badhomwdn M5 T ERDAMEZUIE 5
m z m Marden r

- e Whrdeberg zidf wim
s Lt 3] O Ty,
! Amstelvesn ; ]

Hoatddorp Schaphal 2 Terdarm 2 uldoos! Weesp
A3 . Hutzen
W B3 Ouderse ot
a0 g Artistel Naarden a3
Saniphal Bnk i, e (o
A . e aakih = Haartgegavers 0201E CeoBasie-DEEHG (D2000), Gocglh Canrdksvoormaance”  Eee kaartfout moconeres

Antenna Placement
The placeiment of the gateway antenna

indoar outdoor

Click “Register Gateway” to proceed.

The result should look like:
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GATEWAY OVERVIEW t sattings
Gateway ID  ttworkshop-gatewayl

Description Gatewsy for the TTH Conference workshop

Owner () workshop [t Transfer swnershic

Status  noteonnected
Frequency Plan Europe S455MH:z

Router =tn-router-eu

L}

Gateway Key = b

Last S=en
Received Messages

Transmitted Messages

Keep this window open, you need it to copy-and-paste information.
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11. Configure your device

Switch to your resin.io page. If you do not have the device summary page open, open it
now.

vre @ [« [l [7]

# ¢ Baok Applicstions © JB lorewangw  oy-glitter

an
icy-glitter EI I:I i
SUMMARY

Onfine

Q@

VARIABLES Cumrently online ffor @ few secondo)  Regin 05 2.8.6+nev] (prod) & 659

&~ el irks WOCE

DEVICE

«

LOCATION

ACTIONS

Terminal E' .

Stort tmanal smsion

Click on “ENVIRONMENT VARIABLES”.

You need to add three variables:

A. Name the first one “GW_ID” (no quotes) and copy the value listed for the “Gateway ID”
in the TTN console.

B. Name the second one “GW_KEY” (no quotes), on the TTN console click on the little eye

icon to the right of “Gateway Key”, this will display the value. Now use the icon at the end of the

line to copy the value (and display “copied”)

e o *
=R

I act Saan

C. Paste this value and add.

D. Enter “GW_RESET_PIN” (no quotes) and value 11.
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Mew environment variable

Ham e

- u # | 8
i EEY i atrined oud . o it iy itk (yRcaligs_na jH Fa -4
Hame Walle

M appdcabion ervweronmant vanables dofined

Do Hama Walue

Mo erwaronmant venables defined on other devoes

Once set (and the software download has finished) the software will start. If the software
starts correctly you will see “concentrator started” in the output in the resin.io Logs.

In the TTN console the “Last seen” status should change to something between 0 and 60
seconds.

Gateway ID

Diescription Cateway for the TTH Conference workshen

Jwner n workshop I Transfer cwnership

Status ® connected What |z thia?
Frequency Plan Eurspe BSSMHz
Router ttn-router-eu

Gateway Key @

Last Seen 22 seconds ago
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In the TTN console switch to “Traffic”. If there are any nodes nearby sending data (should
be the case during the conference), packets will show.

Oy lewr Trathe Settings
GATEWAY TRAFFIC ™
doi = Il pause W cle
& EUE rriod LR data rate  alrilme (ms it
a 193358 B&T7.7 lora  &/5 SF7 BEW 125 51.5 4983 devaddr: 2601 24C3 payloadsize: 17 bytes
& 1%-31-55 8571 lora 4's 5F 7 BW 125 515 A%82 devaddr 2601 24C3 payloadsize: 17 bytes
& 192955 8571 lora &/5 S5F 7 BW 125 51.5 4981 devaddr 26012483 payioadsize: 17 bytes
& 192755 B5E.1 lora &/5 S5F7 EW 125 515 A9E0D devaddr 26012403 payloadsize: 17 bytes
Congratulations, the gateway is now operational !
COPYRIGHT ©

SHENZHEN RAKWIRELESS TECHNOLOGY CO., LTD
www.rakwireless.com 22


http://www.rakwireless.com

0 RAK FNBIRE SRR RRAR

The simplest, the best ~ Shenzhen Rakwireless Technology Co., Ltd RAKS831 User Manual

12. Contact information

Shenzhen Business
E-Mail: ken.yu@rakwireless.com
Address: Room 506, Bldg. 3, Minqi Technology Park, No.65 Taoyuan Road,

Xili Block, Nanshan District, Shenzhen

Shenzhen Technical

E-Mail: steven.tang@rakwireless.com

Tel : 0755-86108311

Address: Room 506, Bldg. 3, Minqi Technology Park, No.65 Taoyuan Road,
Xili Block, Nanshan District, Shenzhen
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13. Change Note

V1.0 2018-04-11 Create the document Farce
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